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Abstract

In the light of the Covid-19 pandemic and the recent violations against human 
rights defenders, media representatives, and activists, there is an urgent need to 
embrace the hybridization or for digitization of the IT auditing process enforced 
by the continuous evolving of the auditing process and the emerging of new tech-
nologies. This paper investigates the existing auditing frameworks and literature 
to highlight the need for digitized and remote IT auditing framework with secure 
practices in consideration of civil society groups› needs, awareness, resources, 
threats, and limitations. This paper proposed an IT auditing framework that can 
be implemented fully remotely on civil society groups. This framework is detailed 
and experienced by different specialized groups to gain feedback on its vulnera-
bilities, shortcomings, and challenges. The study concluded major challenges and 
recommendations that can be considered by researchers, professional experts, and 
decision-makers. Also, the proposed framework lacks further testing, validation, 
accreditation, and continuous revisiting and integration of new technologies. 

Keywords: Audit, IT, Digital Safety, COVID-19, COBIT, ITIL, ISO27002, SafeTag, 
HRDs, CSGs, CSOs, MENA. 
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Introduction

In the past few years, the civil soci-
ety sector has witnessed a major in-
crease in digital attacks. According 
to Microsoft’s 2020 Digital Defense 
Report, 32% of the annual attacks tar-
geted NGOs by “nation-state’s cyber 
threat activities” compared to 13% 
for governmental institutions, and 
10% for international organizations. 
Non-governmental, Civil societies, 
and non-profits face a rising threat of 
various security incidents due to the 
increased dependency on digital tech-
nology in their operations (Microsoft 
Corporation, 2020).

These globally and nationally margin-
alized groups maintain a rather vul-
nerable position within the monop-
olist biased environment of political 
space and cybersecurity ecosystem. 
Consequently, digital resiliency is the 
solution to prepare for, defend against, 
recover from, and adapt to numerous 
types of digital incidents.

Although, these organizations possess 

expanding digital safety and resilien-
cy awareness only some adopt funda-
mental digital security procedures and 
policies. Also, it is limited by available 
resources outside their scope of need, 
it is challenging for these organiza-
tions to detect and investigate digital 
incidents without the need to contract 
an external expert to carry on with the 
incident response plan. 

Herefore, comes the need for invest-
ing in Information Technology (IT) 
especially IT Auditing services which 
ensure elevated security and some-
what immunity against many poten-
tial risks and the Confidentiality, In-
tegrity, and Availability (CIA) of data. 
However, internal and external risks 
are developing and increasing rapidly 
and any person, organization, or sys-
tem may be exposed to innumerable 
threats (ISACA, 2019).

IT Audit service highlights and ad-
dresses all errors within the digi-
tal environment of the organization 
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depending on the pre-defines audit 
environment. It basically identifies, 
evaluates, and suggests solutions to 
address the security risks regardless 
of the type and size of the auditee or-
ganization. This lead to  accentuating 
a transparent approach to eliminate, 
mitigate, or accept the identified risks 
via IT Audit Controls (Strauss, 2019). 

Considering civil society group’s 
needs for higher security status and 
awareness of digital hygiene there is 
an urgent need to compose a security 
auditing framework that tackles the 
organization’s behavioral, organiza-
tional and legal situation by investi-
gating the judiciary compliance and 
the internal guides and rules declared, 
verified and implemented within the 
organization to control its operations 
in regard of its security and enforce-
ment levels. Also, it is equally im-
portant to explore the organization’s 
technical infrastructure to uncover 
all exploitable vulnerabilities and ad-
dress them furthermore as corrective 
actions in order to mitigate the risk 
factor.

These groups are experiencing a tar-
geted cyber attack, especially human 
rights defenders and activists, which 
calls for the need to create an organi-
zational threat model that processes 

these threats, likelihood, and severity 
based on the organization’s activities.

Nowadays, a burgeoning amount of 
entities are contributing to the cyber-
security ecosystem by providing dig-
ital security services for civil society 
groups with minimal technical capac-
ity and expertise. This paper introduc-
es a professional audit framework that 
adopts traditional penetration testing 
and risk assessment methodologies 
that are relevant to civil society groups 
based or operating in the developing 
world, taking into account the capac-
ity constraints and unique threats 
faced in this community.

The rest of the paper is divided into 
the following sections: Section II in-
troduces the existing frameworks and 
related work. Section III presents the 
proposed framework characteristics. 
Section IV presents the framework 
practices. Section V demonstrates 
the implementation of the proposed 
framework. Section VI shows conclu-
sions and highlights possible future 
work.
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Literature Review

Existing Frameworks

In order to provide a proper per-
ception of this dilemma, there is a 
need to discuss the existing audit-
ing frameworks and standards. This 
can demonstrate the gap that these 
frameworks did not consider if imple-
mented in small corporates and civil 
society groups. 

Several IT auditing methodologies 
and standards existed, such as COBIT, 
ISO 27002 (ex ISO 17799), ISO 9000, 
ITIL,  Safe-Tag. etc. These frameworks 
vary depending on their function, 
area of use, issuer, implementation, 
and objectives. The organization may 
consider these features and choose to 
adopt one or more of these models, 
practices, and standards. 

COBIT and COBIT framework ( Con-
trol Objectives for Information and 
Related Technology) by ISACA for IT 
governance and management. This 

focuses on mapping and monitoring 
IT processes and includes 34 process-
es and 4 domains(ISACA, 2019).

According to Katie T. Hanna, the CO-
BIT framework is mostly used to 
achieve compliance with the Sar-
banes-Oxley Act (SOX). SOX is a fed-
eral law that instituted extensive au-
diting and financial regulations for 
public companies(Hanna, 2021). Also, 
IBM concluded that numerous SOX 
auditors rely on IT governance stan-
dards such as COBIT to gauge and 
audit IT governance and control(IBM, 
2021).

The Information Technology Infra-
structure Library (ITIL) by OGC is a 
library that contains all secure prac-
tices concerned with managing IT ser-
vices in order to ensure it aligns with 
business objectives. ITIL is adopted 
by all sizes of organizations to ame-
liorate its business values (IBM Cloud 
Education 2019). These practices are 
defined based on a business and stra-
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tegic context for IT decision-making. 
This library focuses on mapping IT 
service level management including 9 
processes. 

The International Standard of IT Se-
curity Controls (ISO 27001) is an in-
ternational framework by ISO and 
IEC for managing information secu-
rity which includes  10 domains. This 
framework is considered the best 
approach to developing and main-
taining security standards and man-
agement practices to improve the 
organizational information security 
levels. 

Safe-Tag by Internews is an evalua-
tion template and security auditing 
framework for advocacy groups (In-
ternews, 2021). This framework is 
specifically designed to serve civil so-
ciety organizations and independent 
media houses that have digital secu-
rity concerns by working with them to 
identify the risks they face and provid-
ing capacity-aware, pragmatic next 
steps to address them. This frame-
work combines assessment activities 
from the security auditing world with 
best practices for working with small-
scale at-risk organizations. 

In a study of “IT, Audit in Accordance 
with COBIT Standard”, COBIT, ITIL, 
ISO 27001, and ISO 17799 are the most 

used frameworks by corporates when 
it comes to IT governance (Radova-
noviü et al., 2010). These methodolo-
gies can be used in parallel to obtain 
the best IT security practices. 

From another perspective, none of 
the pre-mentioned frameworks con-
sidered the needs of civil society in 
regard to information management 
and security threat system and con-
trol matrix groups nor the audit im-
plementation on such diverse, small-
sized, and endangered organizations. 

Past literature stressed the need of 
integrating new technologies and hy-
bridizing in conducting audits, espe-
cially during the COVID-19 pandemic 
which is theoretically proven to pre-
serve the audit quality and cut down 
the cost, time, and resources. Howev-
er, no researcher actually shared the 
implemented auditing framework or 
control procedures.
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An exhaustive study on the physi-
cal reality of civil society groups was 
conducted to monitor and document 
the vulnerable aspects of their day-
to-day digital routine and the need 
for corrective actions and controls to 
govern their digital environment.

The study included 22 civil society 
groups with the supervision of legal 
and technical experts. This conclud-
ed the need of identifying the lack of 
technical policy in compliance with 
judiciary state laws, professional 
standards, and internal operations. 
Also, considering the individually 
oriented attacks that the HRDs and 
civil society workers are facing espe-
cially in the burgeoning development 
of spyware attacks and social media 
usage there is an influential necessity 
to investigate data handling and per-
sonal information leakage of the or-
ganization’s personnel.

Additionally and due to the limited 
capacity, technical knowledge, and 
resource of civil society groups com-
pared to private organizations and 
governmental institutes, provision-
ing CSOs on a digital security level  to 
make it stand equivalent to the pre-
viously mentioned non-civil groups. 
In contemplation of the previous, 
creating a transparent and inclusive 
threat model representing the organi-
zation’s potential threats is essential.

This auditing framework consists of 
multiple information gathering, con-
firmation steps, research, and capaci-
ty-building exercises with staff. These 
practices are organized in a collection 
of objectives, each of which supports 
the core goals of the audit, creating a 
risk assessment while also building 
the capacity of the organization.

These objectives provide collections 

Proposed 
Framework
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of approaches and activities to gather 
and verify information in both tech-
nical and interactive/social meth-
ods which build capacity with walk-
through instructions for many of 
these activities. The audit objectives 
are represented in the following:

• Design an organization’s threat 
model and risk matrix.

• Detects any personal information 
leakage.

• Equip CSOs security-wise to stand 
equal to the private sector and 
governmental institutions.

• Help identify any lack of policy or 
outdated policy procedures.

Audit Objectives

• The audit objectives are represent-
ed in the following:

• Design an organization’s threat 
model and risk matrix.

• Detects any personal information 
leakage.

• Equip CSOs security-wise to stand 

equal to the private sector and 
governmental institutions.

• Help identify any lack of policy or 
outdated policy procedures.

Audit Outcomes

This auditing framework is designed 
to not only gather information and 
reveal the digital weak spots in the 
organization but also focuses mainly 
on basic deliverables”:

• Audit Summary: demonstrates all 
the activities explained thorough-
ly and purposely to the auditee or-
ganization.

• Audit Report: shows the results of 
the audit as a whole and the audit 
phases in separate alongside the 
scoring, possible threats, and vul-
nerabilities, and data exchanged, 
gathered, or obtained during the 
audit with needed specifications.

• Suggested Staff Support Plan: 
presents weakness points for the 
organization’s staff and technical 
recommendations for future staff 
support. 
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Audit Components

The auditing process affects and is af-
fected by multiple entities, systems, 
and components that may differ from 
one activity to the other as input and 
output elements for that activity.

• Activities: Activities are the ac-
tions and processes of an orga-
nization. While most NGO work 
revolves around mission-based 
concepts, activities also include 
things like payroll.

• Capacity: Indicators of capaci-
ty include staff skills and a wide 
variety of resources that an orga-
nization can draw from to affect 
change.

• Barriers: Barriers are specific chal-
lenges an organization faces that 
might limit or block its capacity.

• Assets: Assets are most easily con-
ceptualized as computer systems 
- laptops and servers, but also 
include both the data stored on 
them and can also be services like 
remote file storage, hosted web-
sites, webmail, and more. Offline 
drives, USB sticks, and even paper 
printouts of relevant or sensitive 

information can also be included.

• Vulnerabilities: Vulnerabilities 
are specific flaws or attributes of 
an asset susceptible to attack.

• Threats: A threat is a specific, pos-
sible attack or occurrence that 
could harm the organization.

Audit Scope

This auditing framework is designed 
to investigate multiple crucial aspects 
within any civil society organization:

• Physical Security (Device Securi-
ty): investigate the organization’s 
assets security of devices and data 
privacy.

• Legal Security (Policies & Data 
Discretion): investigate the or-
ganization’s security policies and 
data discretion policies to ensure 
the existence of a compact policy 
suite to support the organization’s 
technical disposition and legal 
stand.

• Organizational Security: inves-
tigate the deep technical security 
of all the organization’s entities 



10

whether it is a low, medium, or 
high-risk entity depending on their 
roles and the opposing threats.

• Online Threats Awareness: inves-
tigate the online security threats 
that the organization may be op-
posing.
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Audit Phases

The security auditing process consists 
of multiple consequential phases that 
ensure audit clarity, quality, and pre-
cision. This section will explain the 
high-level phases of an audit using 
this framework. An audit consists of 
three phases:

Audit Preparation

The first part consists of audit prepa-
ration activities that are needed to 
ensure the facilitation to conduct the 
technical components effectively and 
within the on-site time frame and in 
coordination with the organization. 
This phase consists of three stages: 

Document Review and Agree-
ments.

In any auditing process, the first step 
is to present a written description of 

the process where the two parties 
agree on certain rules, audit environ-
ment, cost and time, and external in-
terference which governs the auditing 
process. This stage forms the basis of 
the auditing service where the crucial 
rights, methods, and workflow are 
agreed upon. The document that is to 
be shared in this stage are

• Mutual Non-Disclosure Agree-
ment (M-NDA), a contract be-
tween both parties that outlines 
confidential material, knowledge, 
or information that the parties 
wish to share for certain purposes, 
but wish to restrict access to. 

• Memorandum of Understanding 
(MoU), is a non-legally binding 
agreement between both parties 
that expresses the parties’ con-
vergence, indicating an intended 
common line of action.

Initial Data Equipping.
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After the verbal and written agree-
ment on all legal and implementary 
audit details, the auditor(s) kick off 
the auditing process by trying to ac-
curately understand the nature of the 
auditee organization and getting to 
know the organization’s audit team 
(have anything to do with the audit 
practices and implementation). This 
stage forms the initial step to start the 
security audit where the auditee orga-
nization begins to grant the required 
information, data, and access author-
ities to the auditor to best conduct the 
succeeding processes. The auditee’s 
role in this stage is to provide the au-
ditor with the following:

• A list of all the organization’s so-
cial media & job site accounts ( e.g. 
Facebook, Instagram, Linked In, 
etc. ).

• A list of all the organization’s do-
mains ( websites).

• A list of all the System Admins, IT 
Specialists, and Security Analysts 
and their contacts alongside one 
managerial entity. 

• A copy of all the organization’s 
policies if they existed.

Risk Assessment.

In any audit conducted it is crucial 
to initially understand the security 
status, endangered and critical as-
sets, and existing threats and vulner-
abilities of the organization. This ap-
proach is experimental and suggested 
to simplify the usual threat modeling 
process while also achieving the in-
tended purpose of mapping the or-
ganizational threats and highlighting 
the endangered assets. 

This stage intends to produce an ini-
tial threat model (Table 1) by visual-
izing the organization’s risk status 
depending on tailored measures to 
mitigate the potential risks. These 
measures are:

• Organization’s Activities, the or-
ganization’s field of specialty con-
tributes to defining the potential 
threats and attack types that it 
may be subjected to.

• Organizational Threats, Select the 
relevant threats that the organiza-
tion faces.

• Threat Likelihood, measure the 
likelihood of the threat as Improb-
able, Remote, Occasional, Proba-
ble, or Frequent.

• Threat Severity, measure the im-
pact that the threat has on the 
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organization and its resources as 
Negligible, Low, Moderate, Signifi-
cant, or Catastrophic.

• Attack Aspect, speculate the lo-
cation where the attack was 
launched, whether inside or out-
side the organization.

• Attack Type, define the attack form 
to expect its purpose.

• Active Attack: where an attacker 
tries to modify the content of the 
data.

Organization’s Name

Organizational Activities Media, Human Rights, Professional, Legal. 
etc.

Organizational Threats Hacking, DoS, Phishing .etc.

Threat Likelihood Improbable, Remote, Occasional, Proba-
ble, or Frequent.

Threat Severity Negligible, Low, Moderate, Significant, or 
Catastrophic.

Table 1

The initial threat matrix

• Passive Attack, where an attack-
er observes the messages, copies 
them, and may use them for mali-
cious purposes.

• Possible attackers, map each pos-
sible threat to a predictable attack-
er to learn how to prevent it.
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Audit Execution

When the auditing process sets foot is 
exactly where the new technology in-
tegration happens. The second phase 
of the audit is the practical application 
of the audit and consists of legal in-
vestigation to measure the legal com-
pliance and internal controls adopted 
within the organization, the auditor- 
employees’ interaction, infrastructure 
investigation and testing, and actual 
threat mapping and analysis. Usually, 
in this phase, the auditor physically 
examines the organizational assets, 
behavior, accident response, and se-
curity controls. Etc. In this framework, 
this phase consists of:

Preliminary Testing.

• In this step, the auditor review all 
organizational documents related 
to the audit scope. The audit’s pre-
liminary testing step is basically 
about reviewing all the available/ 
provided data by the organization 
both as an audit requirement or 
passively on social media and job 
sites. This step is distributed into 3 
main categories:

• Performing a passive reconnais-
sance on the organization’s and 
all related affiliate’s social media 
platforms to check against the or-
ganization’s disclosure of the fol-
lowing:

• Employee information 

• Organization’s plans or strat-
egies

• Organization’s assets

Organization’s Name

Attack Aspect Inside or Outside the organization.

Attack Type Active or Passive attack.

Possible attacker Employees, Competitor, Client .etc.
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Policy Description

Travel Policy This policy typically ensures the safety of the organiza-
tion’s assets and consists of an emergency plan for assets 
recovery.

BYOD Policy This policy typically defines the necessity of using the 
organization’s device or the entity’s device.

Threat & Harass-
ment Policy

This policy typically includes a list of the procedures in 
case if any employee faced an online threat or harass-
ment either in/off work.

On/Off Boarding 
Policy

This policy typically introduces the organization’s pol-
icies, rules, facilities, and authorities for New staff or 
members, Volunteers, and Previous staff or members.

Table 2

Organization’s digital policies and their description

• Performing a passive reconnais-
sance on the organization’s job 
sites to check against accidental/ 
unconsciousness of shared infor-
mation revealing the organiza-
tion’s technical infrastructure and 
assets.

• Reviewing the organization’s pol-
icies and checking whether they 
meet the security considerations 
or not. Table 2 shows the digital 
policies of an organization under 
review and the description of each 
policy. 
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Work Device Re-
strictions Policy

This policy typically demonstrates the restrictions on the 
organization’s assets to ensure Safe software installa-
tion, Must have/not-to-have software, Periodic software 
update, and safe hardware replacement and repair.

Verification This policy typically focuses on social media credentials 
storage, security, and recycling.

Authorities This policy typically focuses on social media’s access & 
privilege control.

Admins This policy typically focuses on social media admins se-
lection, on/off-boarding, and operation.

Email Archive Policy This policy typically ensures storage capacity, data integ-
rity, and confidentiality of email archives.

Crises Operation 
Policy

This policy typically specifies the measures and proce-
dures during Pandemics, Weather issues, Health circum-
stances, and Remote work and travel.

Communication This policy typically specifies the communication soft-
ware used within the organization for routine communi-
cations, sensitive data exchange, and deployment/sub-
scription methods.

Password Setup This policy typically states the characteristics of password 
setup - strong password characteristics- for work-related 
accounts.
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Security Question This policy typically states the conditions for having a se-
curity question to protect work-related accounts.

Password Re-cycle This policy typically presents the rules regarding pass-
word periodic changes and reuse.

2Factor Authentica-
tion

This policy typically states the necessity of enabling 2FA 
on all work-related accounts.

Password Manager This policy typically focuses on password-safe storge and 
using password managers.

Browser This policy typically focuses on the security of online 
browsing.

Antivirus This policy typically focuses on the use of a safe antivirus.

VPN This policy typically focuses on the use of a safe VPN.

Disclosure This policy typically focuses on the existence of data pro-
tection terms in entities NDA.

Data Accessibility This policy typically states the methodology and the rules 
for granting authorities and accessibility of data and ser-
vices.
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Survey.

This phase is usually conducted by 
monitoring employee behavior, policy 
enforcement, and operational practic-
es. An audit survey is intended for all 
the organization’s (new/current) staff, 
members, contracted individuals, and 
volunteers to test how well the digital 
policies are enforced among the orga-
nization’s entities. 

This survey represents a qualitative 
study to measure awareness, behav-
ioral, and operational security. The 
online questionnaire consists of 7 sec-
tions addressing Physical Security, 
Awareness of Online Threats, Opera-
tional Security, Social Media Security, 
Data Security, and Account Security in 
a total of 56 close-ended questions. 

Testing.

Usual audit practices include mon-
itoring operational and asset func-
tions in order to document and locate 
vulnerabilities. The audit testing step 
aims to perform intensive information 
gathering techniques to identify the 
existing vulnerabilities in the organi-
zation’s security infrastructure and its 
employees’ behavior. Table 3 shows 
the methods and software utilized in 
the testing process.

Archiving This policy typically focuses on the safe archiving pro-
cess(e.g. Websites, communications, critical files and 
data, and staff and clients information.

Data Retention This policy typically focuses on safe data retention as-
pects, such as data retained nature, storage method, and 
retention period.
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Method/ Software Purpose

Spiderfoot Search the organization’s relationships and links (Affil-
iate).

Are the organization’s online services and websites 
secure (HTTPS)?

Gather information for social engineering, NMAP 
creation, and archiving network details which include 
Contact details of domain owners, Net Range, and Up-
date records.

Perform DNS footprinting to list all the organization’s 
DNS. 

Test the website connection status and connection 
type, IP addresses and ranges, and website recent 
modifications ( website spidering )

Examine the organization’s web server to detect po-
tential problems and security vulnerabilities

Collect info around connected servers and devices

Using the obtained IP Addresses to find the organiza-
tion’s location

How Secure Is My 
Password

Test account security and its immunity against pass-
word compromise. 

Test if the set passwords are secure or not.

https://howsecureismypassword.net/

Threat Severity Negligible, Low, Moderate, Significant, or Catastroph-
ic.

Table 3

Testing methods and purposes
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Screen Share Use screen sharing to visit the user settings and check 
the OS license

Attack Type Active or Passive attack.

Gophish Set multiple test attacks on the organization’s entities

Interviews.

Professional auditors rely on the mon-
itoring of employees’ behavior and 
operations to measure the security 
level. The audit interview step is exe-
cuted by having an interview with the 
IT admin or the IT security analyst at 
the organization. 

This aims to answer certain questions 
to evaluate the administrative behav-
ioral and infrastructure security, this 
includes but is not limited to address-
ing the following: 

• Is there a certain person/company 
entrusted with the organization’s 
assets maintenance?

• Is there any policy for the mainte-
nance process?

• Do you have a policy in case of de-
vice theft or loss?

• Do the employees (especially ad-
mins) enable full disk encryption 
on work devices?

• Do the employees (especially ad-
mins) enable disk encryption for 
external storage devices?

• Do the employees (especially ad-
mins) enable the hidden content 
feature on both work and personal 
devices?

• Do your online services and web-
sites gather any type of customer’s 
personal information?

• Do you use any compliance soft-
ware to manage the organiza-
tion’s/ employee devices and en-
force its policies?

• Identify the cloud solution used 
and the threats upon using it.

• Investigate the periodic update for 
website services and tools related 



21

to the organization’s network in-
frastructure

Threat Modelling.

The threat modeling is usually con-
ducted within the risk assessment. 
This phase allows an auditor to lead 
the host organization’s staff in a series 
of activities to identify the possible 
risks and threats opposing the organi-
zation while comparing it to the pre-
viously visualized matrix.

These activities will also reveal the 
consequences of these threats in order 
to produce a mitigation matrix and re-
duce the risk possibilities to residual 
acceptable risks. This includes but is 
not limited to addressing the follow-
ing: 

• What are the critical organization-
al activities?

• What threats does the organiza-
tion, its programs, partners, and 
beneficiaries face?

• How likely is it for this attack to 
happen?

• What would the impact of these 
threats be if they were to occur?

• From where are the adversaries ca-

pable of carrying out these threats?

• What would be the purpose of this 
attack?

• What adversaries (people or 
groups) may attempt to carry out 
threats?

By completing this process, the audi-
tor updates the initial visualization 
of the threat model created in the 
pre-execution phase. This generates 
a more mature threat model that is 
addressed in the next phase with rec-
ommendations, controls, and count-
er-measures.

Audit Reporting

In the last phase of the auditing pro-
cess, the auditor identifies the organi-
zation’s strengths and weaknesses to 
encourage it towards adopting new 
digital and physical security practices 
and documents the possible actions 
the organization could take on to ad-
dress the vulnerabilities found during 
the audit, the difficulty of taking on 
those actions, and the resources that 
the host may be able to leverage to ad-
dress them. This consist of four steps:
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Audit Scoring and Assessment.

The audit scoring is a gradual process 
that focuses on grading the outputs 
of the audit execution phase where 
every step’s result is assessed based 
on certain criteria and calculated in 
a sub-score card. The results are then 
accumulated to result in the final au-
dit score and depending on that score 
the security status of the organization 
is determined. Table 4 demonstrates 
how the status of the organization’s 

Score Status

75% - 100% Low Risk

50%-75% Medium Risk

25% - 50% High Risk

0% - 25% Critical Risk

Table 4

Organizational security status chart

security level is determined. 
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All audit information is document-
ed and verified in the Security Audit 
Scorecard including the time and 
date of the audit and the report, audi-
tor’s and auditee’s information, and 
audit score and security status. Figure 
1 shows the format of the audit score-
card.

Auditee Organiza-
tion:

Organization’s Reg. 
Number:

Organization’s 
Representative:

Auditor:

Audit Date: Area Audit Conducted: Online

Hybrid 

OfflineAudit Number:

Report date: Audit Score:

Security Status 
(risk level):

Critical - High - Medium - Low 

Figure 1. Security audit score card
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Preliminary Testing Score.

This is calculated based on the evalu-
ation of the gathered information in 
the preliminary testing step. Table 5 
demonstrates the scoring mechanism 
for the preliminary testing step. 

Category Criteria

Social Media Re-
connaissance

If any personal employee information is detected (-1)

If any organizational plans or strategies are detected (-1)

If any organizational assets are detected (-1)

If no personal employee information is detected (0)

If no organizational plans or strategies are detected (0)

If no organizational assets are detected (0)

Job Sites Recon-
naissance

If any technical infrastructure or assets are exposed (-1)

If any personal employee information is detected (-1)

If no technical infrastructure or assets are exposed (0)

If no personal employee information is detected (0)

Table 5

Scoring mechanism for preliminary testing step
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Policy existence 
and security

If there is no well documented or secure policy (-1)

If there is well documented but not secure policy (-1)

If there is a well documented and secure policy (0)

Survey Score.

This is calculated based on the evalu-
ation of the gathered information in 
the survey filled by the organization’s 
(new/current) staff, members, and 
volunteers to test how well the digital 
policies are enforced. 

First, you view the survey responses 
and filter out all the “ Not sure “ an-

swers because they don’t give a clear 
answer and affect the survey’s accura-
cy.

Secondly, you calculate the percent-
age of the policy enforcement and as-
sess the good/bad behaviors. Table 6 
demonstrates the scoring mechanism 
for the survey results.

Percent Category Criteria

0%- 30% The policy is NOT 
enforced

If the policy is not enforced (-1)

30% - 60% The policy is Poorly 
enforced

If the policy is poorly enforced (-0.5)

60% - 100% The policy is 
Strongly enforced

If the policy is strongly enforced (0)

Table 6

Scoring mechanism for survey results
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Testing Score.

This is calculated based on the eval-
uation of the gathered information 
in the testing step to identify the ex-
isting vulnerabilities in the organiza-
tion’s security infrastructure and its 
employees' behavior. Table 7 demon-
strates the scoring mechanism for the 
technical testing step.

Category Criteria

Account on Ex-
ternal Site

If there are personal accounts detected (-1)

If only public organizational accounts or no accounts are 
detected (0)

Affiliated Enti-
ties & Assets

If private or critical relations and collaborations are revealed 
(-1)

If only public relations and collaborations or no relations 
and collaborations are revealed (0)

Cloud Solu-
tion Details & 
Co-hosting

If any critical infrastructure details are detected (-1)

If no critical details and infrastructure are detected (0)

Table 7

Scoring mechanism for technical testing step
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DNS Footprint-
ing

If any private or exploitable domains are detected (-2)

If only public information and domains are detected (0)

Device ( Assets) 
Information

If any private or exploitable asset information is detected 
(-1)

If only public information and details are detected (0)

Email Addresses If any private email addresses are detected (-1)

If only public email addresses or no addresses are detected 
(0)

IP Addresses If only public-facing services IP address is detected (-2)

If no critical services IP addresses are detected (0)

Geo-Locations If any real geolocation is detected (-1)

if no geolocation is detected (0)

Human Names If any real or organization-related names are detected (-2)

If no names are detected (0)

Job Title If influencing or exploitable titles are detected (-1)

If no exploitable titles are detected (0)

URLs If any exploitable or public URL is detected (-1)

If only public URLs are detected (0)

UDP - TCP Ports If any exploitable ports are detected (-1)

If no exploitable port is detected (0)
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Operating Sys-
tems

If OS-related details are detected (-1)

If no OS or any related crucial details are detected (0)

Phone Numbers If any private numbers are detected (-1)

If only public numbers are detected (0)

Public Reposito-
ries

If any private repositories are detected (-1)

If only public or no repositories are detected (0)

Social Media 
Presence

If any person or employee’s social media accounts are de-
tected (-2)

If only public social media accounts are detected (0)

Web Analytics If any analytical details or software details are detected (-1)

If no analytical or analysis software details are detected (0)

Web Server If any exploitable and private web server details are detect-
ed (-2)

If private but not exploitable web server details are detected 
(-1)

If no web server details are detected (0)

Web Technology If any crucial web technology-related details are detected 
(-1)

If no web details are detected (0)

Other Informa-
tion

If any other exploitable information is detected (-2)

If nothing critical is further detected (0)
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Gophish If 75%-100% of the targets were victims of phishing(-4)

If 50%-75% of the targets were victims of phishing (-3)

If 25%-50% of the targets were victims of phishing (-2)

If <25% of the targets were victims of phishing (-1)

If no target was a victim of phishing (0)

Screen-Share If >50% of the interviewees don’t have licensed os (-2)

If <50% of the interviewees don’t have licensed os (-1)

If all interviewees have licensed os (0)

Secure Pass-
words

If >50% of the interviewee’s passwords are not secure (-2)

If <50% of the interviewee’s passwords are not secure (-1)

If all interviewee’s passwords are secure (0)
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Interview Score.

This is calculated based on the eval-
uation of the gathered information 
in the interview step. Table 8 demon-
strates the scoring mechanism for the 
interview results.

Category Criteria

Is there a certain 
person/com-
pany entrusted 
with the organi-
zation’s assets 
maintenance?

If there is no trusted entity for asset maintenance (-1)

If there is a trusted entity for asset maintenance (0)

Is there any pol-
icy for the main-
tenance process?

If there is no policy for the maintenance process (-2)

If there is an insecure policy for the maintenance process (-1)

If there is a policy for the maintenance process (0)

Table 8

Scoring mechanism for interview results
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Do you have a 
policy in case of 
device theft or 
loss?

If there is no policy for device theft or loss (-2)

If there is an insecure policy for device theft or loss (-1)

If there is a policy for device theft or loss (0)

Do the employ-
ees enable full 
disk encryption 
on work devices?

If <50% has it enabled (-2)

If 50%-75% has it enabled (-1)

If 75%-100% has it enabled (0)

Do the employ-
ees enable disk 
encryption for 
external storage 
devices?

If <50% has it enabled (-2)

If 50%-75% has it enabled (-1)

If 75%-100% has it enabled (0)

Do the employ-
ees enable the 
hidden content 
feature on both 
work and per-
sonal devices?

If <50% has it enabled (-2)

If 50%-75% has it enabled (-1)

If 75%-100% has it enabled (0)

Do your online 
services and 
websites gather 
any type of cus-
tomer’s personal 
information?

If there is a customer’s personal information gathering (-1)

If there is no customer’s personal information gathering (0)
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Do you use any 
compliance soft-
ware to manage 
the organiza-
tion’s/ employee 
devices and en-
force its policies

If there is no compliance software (-1)

If there is a compliance software (0)

Identify the 
cloud solution 
used

Identify the 
threats upon 
using it

If there are no details on the used cloud solution (-2)

If there is an insecure cloud solution (-1)

If there is secure self-hosting (0)

Investigate the 
periodic update 
for website ser-
vices and tools 
related to the 
organization’s 
network infra-
structure

If there is no periodic update for website services and tools 
(-2)

If there is a periodic update or automatic update for website 
services (0)
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Generating Audit 
Summary.

This document is intended for 
non-technical (high-level) entities 
to show the auditing procedures, the 
general finding, and the overall orga-
nization’s security status. The main 
purpose of this document is to ad-
dress the following questions in the 
simplest and most easily comprehen-
sive language:

• What is the security audit?

• What are the security audit objec-
tives?

• What is the audit scope?

• What is the audit result? - the most 
crucial findings- 

• What are the possible threats fac-
ing the organization? -threat mod-
el- 

• What is the organization’s security 
status ? -score and security level- 

Creating Audit Re-
port.

This document is intended for Tech-
nical entities (e.g. IT admins, securi-
ty analysts, and technical support) to 
present a detailed recapitulation of 
the security auditing service by dis-
cussing the following in a detailed 
and technically oriented manner: 

• Security audit scorecard: demon-
strate audit’s identifying informa-
tion and the auditee organization’s 
score and security status.

• Audit summary: an overview of 
the audit practices and the general 
result of each category.

• Execution phases and outcomes: 
a thorough review of all steps con-
ducted during the audit, the de-
tailed result for each step, and the 
recommendations that address 
each vulnerability and risk.

• Security threat model: the final 
result of the threat matrix that 
has been developed and iterated 
across all phases of the audit and 
compatible countermeasures that 
address these threats.
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Suggest Staff Support 
Plan.

This document introduces a recon-
struction plan for staff security train-
ing and raising awareness in order to 
correctify the occurring threats. This 
addresses correctifying all employ-
ee-related vulnerabilities especial-
ly those discovered via the Survey 
process including Physical Security, 
Awareness of Online Threats, Opera-
tional Security, Social Media Security, 
Data Security, and Account Security.
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Implementation

Since a full comprehension of all the 
auditing practices is achieved, the 
framework is to be tested in order to 
measure its efficiency. The imple-
mentation process is when the audit 
is actually conducted as a real audit 
to have sufficient feedback and locate 
its vulnerabilities. The output of the 
implementation process is consid-
ered an input for the Iteration process 
where the errors and vulnerabilities 
are addressed and sometimes correct-
ed.

This auditing framework was tested 
on 4 different civil society groups di-
verting between media, NGOs, pro-
fessional associations, foundations, 
independent research institutes, 
community-based organizations 
(CBOs), and social movements. Addi-
tionally, 5 professional audit experts 
went through an informational inter-
view to advise and add up to the audit 

knowledge base. The implementation 
results are divided into:

• Operational Feedback: a note or 
issue that was proven inefficient 
or inadequate to the scope or pur-
pose of the audit.

• Logistical Feedback: a note or issue 
related to preparation, planning, 
communication, and clarity of the 
auditing process.

Table 9 shows the feedback after con-
ducting an audit via the proposed 
framework.
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Feedback Source Operational Logistical

Civil Society 
Groups

The technical results did not 
meet the auditee’s expecta-
tions.

Technical results were 
confusing to non-techni-
cal entities.

Not enough emails were 
targeted in the phishing at-
tempt.

The reporting phase peri-
od must be extended.

It is preferable if a clear 
audit timeline or checklist 
exists.

Professional Audi-
tors

Not enough targets for phish-
ing attacks.

The threat assessment 
phase is not efficient.

The account security test 
via “How Secure Is My Pass-
word?” is not efficient.

Documenting results is 
time-consuming.

The SpiderFoot testing alone 
is not efficient.

No standard policies to 
adopt.

Table 9

Feedback from implementation process



37

Additionally, the audit team who con-
ducted the experimental audits had 
feedback on the auditing process in 
general and the expected outputs, 
such as

• The “share screen” method was 
proven to not be efficient in re-
viewing the OSs licenses.

• There is no way to investigate the 
existence of a Disaster Recovery 
Plan or Business Impact Analysis 
and their effectiveness.

The feedback gathered demonstrated 
several weaknesses in the framework 
some need addressing as soon as pos-
sible considering their level of impor-
tance and dependable risk. 
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Conclusion and 
Future Work

In this study, an IT auditing frame-
work adopts new technologies in 
consideration of civil society corpora-
tions’ needs, constraints, and threats. 
This framework was simplified and 
experimented on 4 civil society 
groups from different fields. The ex-
periment resulted in operational and 
logistical feedback which is also gath-
ered from the consultation of audit 
experts and experiment auditors. 

Some of the challenges in this study 
were represented by the lack of audit 
literature that addressed the same 
scope and intended category and 
CSGs are not fully aware of the im-
portance of IT auditing which made 
the framework implementation 
process even more difficult. Also, this 
study needed further testing and cor-
rectifying some practices to be more 
applicable to CSGs.

Future researchers and professional 
experts need to focus more on exper-
imenting with compatible new tech-
nologies and integrating them into 
auditing frameworks while consid-
ering tailoring these frameworks to 
include not only large, governmental, 
and international corporates but also 
target small corporates and civil soci-
ety groups.

While decision-makers and con-
cerned government entities can 
contribute to the digital safety of the 
targeted civil society groups by is-
suing a rule that mandates periodic 
audits for these endangered catego-
ries, overseeing the audit result, and 
binding it with corrective and secure 
actions.

It is agreeable that the proposed 
framework is easily implemented and 
serves the legal, logistic, and tech-
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nical needs of civil society groups. 
However, it still lacks enhancing, 
re-implementation and observation 
(validation), revisiting the Audit 
segments’ structure and language, 
accreditation, and technical improve-
ments must be considered. The valid-
ity of this framework by the testing 
and improvements applied through 
this study. Nevertheless, it still needs 
a broader range of validation and 
accreditation
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