
Using FOSS 
To Reimagine 
A More 
Transparent 
Android 
Platform: A Learning 

Model for Non-
Technical 
Users



2

This project report builds on 

the Manifest Destiny workshop 

and research conducted by Coté 

and Pybus, which examines 

permissions, third-party services, 

and manifest files as starting 

points to unfold the datafication 

process in the mobile ecosystem 

(2021, p.8). The project proposes a 

comparative exploratory approach 

using Free and Open Source 

Software (FOSS) tools to examine 

proprietary closed source, as well 

as FOSS mobile apps in the Android 

environment. The project offers 

a model that may be leveraged in 

training programs geared toward 

non-technical users with the 

objective of advancing data literacy, 

strengthening data agency, and 

reimagining an environment that 

is more aligned with the General 

Data Protection Regulation (GDPR) 

principles of transparency and 

data minimization (Information 

Commissioners Office, 2019).

Executive Summary 
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Background 

Various scholars have 

highlighted the asymmetrical 

relationship between data subjects, 

and data companies (Pasquale, 

2015; Thatcher, O’Sullivan and 

Mahmoudi, 2016; Couldry & Mejias, 

2019). In large part, the asymmetry 

is maintained through the ‘black 

box’ nature of datafication 

processes (Pasquale, 2015). The 

logic of accumulation inherent 

in datafication compounds the 

problem (Thatcher, O’Sullivan and 

Mahmoudi, 2016; Couldry & Mejias; 

2019).

Mobile datafication through 

applications has transformed the 

data economy and intensified the 

datafication of our daily activities 

(Flensburg & Lai, 2022, p.137). As 

Flensburg and Lai explain:

… [M]obile datafication facilitates 

the combination of data harvested 

from web searches, GPS 

coordinates, instant messages, 

contacts, emails, and so forth, 

fueling a mobile data economy 

where companies are capable of 

enriching already granular user 

information with data on users’ 

real-time activities, locations, and 

communications. (2022, p. 137)

  

As of January 2022, Google’s 

Android is the most prominent 

mobile operating system (OS) 

globally, comprising 71 percent of 

the market share, followed by Apple 

iOS, which dominates 24 per cent 

of the same market (Statista, 2022). 

Android’s app store, Google Play, is 

the largest app store in the world, 

hosting more than 2.8 million apps 

(Flensburg and Lai, 2022, p.139). 

Google Play comes preinstalled 

on mobile devices that use the 

Android OS (Ibid). With more than 

2.5 billion users worldwide, vast 

amounts of data are generated 

through the Android environment 

(Curry, 2022). As Binns et al. point 

out, ‘much of the functionality 

afforded by these devices comes 

in the form of applications which 

derive revenue from monetizing 

user data and displaying 

behaviorally targeted advertising’ 

(2018, p.23).

On Android devices, Google 

and third parties that offer in-

app services access users’ data 

through the permission-based 

system, where an app requires 

certain permissions to carry out 

specific operations (Scoccia et 
al., 2019, p.1). Developers must 
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explicitly state the permissions 

an app may request, and the end-

user must explicitly consent to the 

ones Android deems dangerous 

(Ibid). Users may reject certain 

permissions, turn them off 

after installation, or limit their 

operation to when the app is in 

use. Permissions, however, are set 

to be active all the time, by default 

(Flensburg and Lai, 2022, p.139).

The permission-based system 

is meant to give users control 

and agency over their mobile 

data flows (Reardon et al, p.1.), 

however, a body of scholarly work 

has demonstrated the myriad ways 

in which the permissions-based 

model does an inadequate job at 

protecting user privacy (Binns et 

al., 2018; Reardon, 2019; Scoccia et 

al., 2019; Coté and Pybus, 2021). 

In 50 Ways to Leak Your Data: An 

Exploration of Apps’ Circumvention 

of the Android Permissions System, 

Reardon et al. demonstrate how 

covert and side channels may 

circumvent security mechanisms 

within the permission-based model 

and access sensitive information 

the user did not consent to 

sharing (2019, p.1). Similarly, a 

study by Scoccia et al. finds that 

over-permissions, or granting an 

application more permissions 

than needed to function, is the 

most prevalent permission related 

issue in Android applications 

(2019, p.238). Further, Binns et 

al., underscore that the purpose 

of most third-party trackers found 

in the most popular Android 

applications is ‘behaviorally 

targeted advertising,’ which may be 

in breach of the GDPR (2018, p.29).

While regulators struggle to 

keep up with the fast pace of 

technological advances affecting 

datafication processes (Duke, 2021) 

and given the highly integrated 

mobile ecosystem in which a 

multitude of overlapping factors 

and players facilitate our data 

flows (Coté and Pybus, 2021, p.16), 

it is more important than ever 

to advance data literacy for the 

average non-technical person, 

with the goal of enhancing people’s 

agency over their data flows. 

The mobile datafication market 

centers on three pillars: 

applications, the generation 

and harvesting of user data, and 

third-party services that provide 

functional and commercial in-

app tools (Flensburg & Lai, 2022, 

p. 137). This project uses as a 

basis the research and methods 

developed by Coté and Pybus (2021) 

aimed at gaining more clarity on 

how datafication functions within 
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the mobile ecosystem through the 

examination of Android Package 

Kits (APKs). The project follows an 

exploratory approach to conduct a 

comparative analysis of data flows 

in several widely used proprietary 

(closed source) Android apps 

available through Google Play and 

an alternative set of similar FOSS 

applications installed through 

F-Droid. F-Droid is an ‘installable 

catalogue of FOSS applications for 

the Android platform’ (F-Droid, 

n.d.).  

By critically engaging with the 

user journey on the Google Play 

and F-Droid platforms, spanning 

browsing and installation, followed 

by an examination of the APKs 

of the selected applications, the 

project aims to assess:

First and third-party access 

to users’ data flows in the two 

models 

How critical information related 

to user privacy (i.e., permissions 

and trackers) is presented 

on each platform from a user 

experience (UX) perspective

What is FOSS?

In FOSS (Free and Open Source 

Software), the source code is 

available for anyone to use, study, 

and modify (Parakash, 2020). 

The principle allows others to 

contribute to the development and 

improvement of a software like a 

community (Ibid). Free in FOSS 

does not refer to cost, but rather, 

to the freedom to engage with the 

source code (Ibid).  The underlying 

philosophy of the open source 

movement centers around the 

idea that all information should be 

shared with all individuals (Reimer, 

2011). 

A full assessment and comparison 

between the FOSS and closed 

source model, which adopt 

opposing philosophical principles 

and business models, is outside 

the scope of this project. Both 

models have unique benefits and 

drawbacks. What sparked this and 

similar projects is the most obvious 

political and cultural problem with 

the proprietary model; the profit-

driven accumulative datafication 

process that occurs within a black 

boxed system. Meanwhile, the 

FOSS movement operates within an 

ethical framework that advocates 
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for transparency and data agency, 

but struggles with sustainability, 

wherein it generally relies on 

a community of volunteers to 

maintain and advance its offerings 

(Reimer, 2011). 

With more demand for privacy 

and data agency, however, FOSS 

applications seem to be gaining 

traction. Some FOSS players have 

attracted considerable following. 

Examples include search engine 

DuckDuck Go, email provider 

ProtonMail, messaging app Signal, 

and web browser Brave, but they 

are still lightyears away from 

competing with the industry’s 

heavyweights. One reason is the 

anticompetitive practices by 

data capitalists like Google. The 

report sheds light on one way in 

which anticompetitive practices 

are reflected in the mobile data 

ecosystem via preinstalled apps. 

At the same time, the project 

acknowledges the opportunities 

FOSS provides. First, introducing 

FOSS to this project enables 

learners to engage with an 

existing lesser-known alternative 

model that is more aligned with 

transparency and data agency. This 

includes a FOSS app store, F-Droid, 

and FOSS apps, which comprise 

some of the objects of study. The 

objective is to provoke questions 

around how a model that prioritizes 

those principles could look, and 

how pressure could be applied to 

the actors in the proprietary model 

to become more transparent and 

respectful of user privacy and 

data agency. Second, the project 

relies primarily on repurposed 

FOSS tools (ClassySharkExodus 

and Chairlock), to facilitate 

data collection and analysis by 

inspecting the APKs. 

Experimental 
Techniques 
and Methods 

First, the criteria below were 

developed for the selection of 

the closed sourced apps to be 

examined:

The apps provide core 

affordances of a smart phone, 

i.e., basic services like browsing 

the web, setting an alarm, 

checking email.

The apps are preinstalled on 

Android devices and widely used, 

with at least one billion installs. 

FOSS alternatives that updated 
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within 60 days from the selection 

date are available.

S ix proprietary apps available 

through Google Play were 

selected per the criteria outlined 

above. Then, a set of alternative 

FOSS applications that serve the 

same functions as the proprietary 

apps was selected (see Table 1). 

F-Droid does not include the 

number of installs per app, so 

the project relied on fossdroid.

com, a volunteer-run website that 

categorizes and lists the ‘most 

popular’ and ‘trending’ FOSS 

apps available on F-Droid, to help 

match the proprietary apps with 

FOSS alternatives. All FOSS apps 

except for the ‘Clock’ are also 

downloadable through Google Play.
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In this project, emphasis is placed 

on preinstalled apps, or what 

is known in the tech community 

as bloatware, because of the 

unmatched access these apps have 

to users (Rakesh, 2022). They are 

presented as the default apps for 

Android users. Google was sued 

for anticompetitive behavior, 

precisely for the requirements it 

applies to Android mobile device 

manufacturers in return for 

licensing Google Play (Efrati, 2014). 

Google required some Android 

device manufacturers not only to 

preinstall a number of Google apps, 

but to also place them in prominent 

positions on the home screen 

(Ibid). 

Google is currently attempting to 

annul a -4.34billion euro (5.1$ 

billion) antitrust fine imposed by 

Europe’s second highest court, 

the European Commission, for 

App Name Type Installs On Google 
Play (April 2022)

preinstalled?

1 Google Calculator Closed 
Source

1,000,000,000 Yes

2 Simple Calculator FOSS 100,000 No

3 Google Calendar Closed 
Source

1,000,000,000 Yes

4 Etar Calendar FOSS 10,000 No

5 Clock by Google Closed 
Source

1,000,000,000 Yes

6 Clock FOSS Not available on 
Google Play

No

7 Google Search Closed 
Source

10,000,000,000 Yes

8 DuckDuck Go FOSS 10,000,000 No

9 Facebook Closed 
Source

5,000,000,000 Yes

10 Tusky for Mastodon FOSS 100,000 No

11 Chrome Closed 
Source

10,000,000,000 Yes

12 FOSS Browser FOSS 1,000 No

Table 1: Objects of Study: Selected Apps
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the requirements it imposes in 

its agreements with Android 

device manufacturers, or MADAS 

(Mobile Application Distribution 

Agreements (Chee, 2021).

The requirements differ depending 

on the manufacturer and the 

Android version (Efrati, 2014). For 

several Samsung models, as many 

as 16 Google apps are preinstalled 

prior to shipping for sale (Rakesh, 

2022). It is unclear though, how 

many of these are required by 

Google, due to the confidentiality 

of the agreements with Android 

device manufacturers (Efrati, 

2014).

While some preinstalled 

applications and services are 

necessarily for the functionality 

of the device, many are not. 

Interestingly, preinstalled 

applications often cannot be 

uninstalled unless the owner 

voids their product warranty to 

root the phone and load different 

software (Kusnetzky, 2011). This 

gives rise to a feeling of lack of 

user choice and agency, and echoes 

Zuboff ’s point on how surveillance 

capitalism practices are 

camouflaged and made to appear 

inevitable (2019, p. 15). Table 2 

lists the tools used to access the 

objects of study and facilitate data 

collection and analysis. The project 

was conducted entirely on an 

Android 11 device.

Since app functionality is not the 

focus of this project, app selection 

avoided visually sophisticated and 

niche type of mobile applications 

(e.g., gaming apps). Additionally, 

the author tested the FOSS 

alternatives in her capacity as an 

average user, by using them as 

default applications for a period of 

two weeks to make sure there were 

no major functionality issues. 
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Tools Source Purpose

1 Google Play Comes 
preinstalled on 
most Android 
mobile devices

Install selected proprietary apps.

2 F-Droid F-Droid.org Install selected FOSS apps and the 
two main tools that will facilitate 
data collection and analysis.

3 Classy Sharks 
Exodus

F-Droid Check apps for code signatures of 
more than 500 trackers provided 
by Exodus, a volunteer-run non-
profit concerned with tracking 
in Android applications (Exodus, 
n.d.).

4 Chair Lock F-Droid Provide data on all existing 
permissions from the installed 
packages on our device (F-Droid 
n.d.). Provide access to apps’ 
manifest files, which list all app 
components, including activities 
and services, hardware and 
software features (Cote & Pybus, 
2021, p.6).

Table 2: Project Tools
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Figure 1 (left): screen shot from 

Chairlock listingpermissions 

requested by Google Search

Figure 2 (right): screen shot from 

Chairlock showing the option to 

search on permission names.
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Results and 
Discussion 

How is 
Information 
Related to 
Permissions 
Presented on the 
Two Platforms?

B efore delving into the APKs 

of the selected apps, it is 

important to critically engage 

with the permissions-related 

information provided on Play Store 

and F-Droid throughout the user 

journey, from browsing through 

installation (see Figure 3). One 

Google Play, after navigating to 

the app page on the store, a user 

scrolls down to and clicks on ‘About 

this App.’ From top to bottom, the 

next page shows ‘what’s new,’ then 

‘about this app,’ ‘more info,’ and 

finally, ‘App permissions.’ After 

pressing ‘read more,’ the user 

accesses the list of permissions 

with some explanation on the types 

of requested permissions and what 

they entail. 

Information related to third-

party services (trackers) was 

not observed at all during this 

user journey project, which is 

problematic, particularly since 

trackers automatically inherit 

the permissions apps are granted 

(Reardon et al., 2019, p.1).
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On F-Droid, a user navigates to 

the app page and easily finds the 

‘permissions’ section in the bottom 

half of the page with a drop-down 

list of the requested permissions 

(see Figure 4). 

 This exercise demonstrates that 

permissions are more easily 

accessible to users on F-Droid 

than they are on Google Play, 

where navigating to different text-

heavy pages and placing ‘App 

Permissions’ at the very bottom 

of the page drastically decreases 

the likelihood of user access. 

On F-Droid, it is easier to come 

across the permissions-related 

information, even if the user is 

not actively looking for them. The 

exercise represents the journey 

of a user actively looking for the 

permissions and trackers-related 

information. 

Google, which understands well the 

importance of content placement, 

ought to make this information 

easier to find.  How information 

related to permissions and trackers 

is conveyed on the platform is an 

important aspect of transparency, 

a core principle of the GDPR 

(Information Commissioners 

Office, 2019). Further research 

could explore the permissions-

related information using content 

analysis to assess its adequacy and 

its accessibility to non-technical 

users.

Figure 3: User journey to access list of permission on Google Play
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Figure 4: User journey to access permissions on F-Droid
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Inside the 
Objects of 
Study

There are four permission 

categories in the Android 

environment ranked in terms of 

the risk they are deemed to pose 

to users: normal, dangerous, 

signature, or signatureorsystem 

(Android Developers, 2019; Coté 

& Pybus, 2021, p.7-6).  See Table 4 

in appendices for a detailed list of 

permissions and trackers data for 

the selected apps.

Type App Name Permissions Permission 
Description

Permissions 
Category

Tracker

12 Calendar Google 
Calendar

Google 
Analytics

47 Calendar Google 
Calendar

BIND Unknown

48 Calendar Google 
Calendar

RECEIVE Unknown

49 Calendar Google 
Calendar

START_
HANGOUT

Unknown

98 Calendar Google 
Calendar

INTERACT_
ACROSS_
PROFILES

Allows 
interaction 
across profiles in 
the same profile 
group.

Signature

99 Calendar Google 
Calendar

C2D_MESSAGE Signature

100 Calendar Google 
Calendar

READ_GMAIL Allows the app to 
read your gmail

Signature

218 Calendar Google 
Calendar

ACCESS_
NETWORK_
STATE

view network 
connections

Normal

219 Calendar Google 
Calendar

FOREGROUN_
SERVICE

Allows a regular 
application to 
use Service.
startForeground.

Normal

Table 4: Detailed List of Permissions and Trackers in 

Selected Apps
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Normal permissions are deemed to 

pose minimal risk and are mostly 

required for app functionality. 

For example, ACCESS_NETWORK_

STATE is a common Normal 

permission that allows apps 

to access the phone’s network 

connections (Coté & Pybus, 2021, 

p.7-6). Dangerous permissions 

pose a higher risk level as they 

give access to sensitive data, such 

as location (Ibid). They are the 

only permission category that 

requires users’ explicit consent 

(Ibid). Signature permissions 

are proprietary and ‘designed to 

facilitate interoperability so that 

data can be more easily shared 

with apps that belong to the same 

developer’ (Ibid). They appear 

as ‘unknown’ in manifest files 

with no clarification on the data 

they extract or process (Ibid). 

Signatureorsystem permissions 

are the most difficult to scrutinize 

(Ibid). Apps with these permissions 

‘are given direct access to a 

smartphone’s hardware, including 

the authority to reboot a device 

and/or clear caches of all installed 

applications’ (Ibid). Figure 5 

summarizes the number of 

permissions and permission types 

for each app. See appendices for an 

interactive version of Figure 5.
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The number of permissions in all 

proprietary apps exceeds those in 

FOSS apps. The FOSS calculator, a 

fully functional app, required no 

permissions. This demonstrates 

that permissions, though required 

for the functionality of many apps, 

are not an intrinsic app component. 

While some users prefer to use 

the Google apps suite or others for 

their ability to sync, there is no 

clear benefit in that sense for basic 

apps like clocks and calculators. 

This presents a choice for users. 

The number of dangerous 

permissions requested in 

proprietary apps was also higher 
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in five of the six cases at varying 

degrees. The same number of 

dangerous permissions, five, 

was requested in both versions 

of the calendar app. At the same 

time, only three signature or 

signatureorsystem permissions 

were found in FOSS apps compared 

with a total of 48 found in the 

proprietary apps, a technical 

manifestation of their black box 

nature. The opacity of these digital 

objects limits the ability of this 

report to provide a meaningful 

analysis of their operations. 

The Google Search app, one of the 

most popular in the world (Heath, 

2021), was by far the app with the 

most permission requests, at 110 

permissions. Excluding unknown 

permissions, around 50 per cent 

of permissions requested by 

Google Search were either deemed 

to pose higher-risk (dangerous) 

or were inaccessible to users 

and developers (signature or 

signatureorsystem). 

The issue with permissions stems 

from their opacity, in terms of 

purpose and operation. This is 

compounded by the fact that 

there is no audit mechanism for 

permissions (Reardon et al., 2019, 

p.3). As Reardon et al. point out, the 

Android platform does not evaluate 

if the set of requested permissions 

are strictly necessary for an app 

to function (Ibid). Developers may 

unintentionally request more 

permissions than needed and the 

users are expected to ascertain 

if they are reasonable (Ibid). As 

mentioned earlier, researchers 

have shown that requesting over-

permissions is one of the most 

common permission related issues 

facing developers, with serious 

repercussions for users (Scoccia et 

al., 2019, p. 238). 

Importantly, the number of 

permissions and their categories 

cannot be relied upon to make 

overall judgements about the risks 

associated with an app. As Coté 

and Pybus observe, Signal, which is 

heralded as one of the most private 

instant messaging apps requests 

more dangerous permissions 

than Meta-owned WhatsApp 

(2021, p.10). At the same time, it 

is important to keep in mind that 

the Android permission categories 

are created and maintained by 

Android. Thus, they are subjective 

and arguably posit a conflict of 

interest. As a data capitalist, 

Google is interested in maximizing 

its access to users’ data to then 

translate it to profit, and the mobile 

datafication ecosystem is highly 

lucrative (Franek, 2020). 
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A case in point regarding the 

subjectivity of the Android-

designated permission categories 

is the normal permission, 

ACCESS_NETWORK_STATE, which 

was found on all 12 of the apps 

examined. This permission gives 

apps access to the device’s network 

connections. While crucial for 

the functionality of many apps, 

it can expose the MAC Address 

of a device, a unique hardware 

identifier, which could potentially 

present a crucial security threat 

unbeknownst to users (Coté & 

Pybus, 2021, p.14). 

The majority of the applications 

examined did not contain any 

third-party trackers. This result 

was expected for two reasons. 

F-Droid has a strict anti-tracking 

policy since it caters to a data 

literate privacy centered audience. 

F-Droid prevents its users from 

installing applications that contain 

trackers. Users must overturn this 

setting, by enabling ‘tracking’ in 

the preferences section (F-Droid, 

n.d.). Naturally, then, no trackers 

were found on any of the FOSS apps 

we examined. 

As for Google and Facebook apps. 

Since they predominantly provide 

them, Facebook and Google apps 

do not require third parties (Coté & 

Figure 6: screen shot from 
ClassySharkExodus showing a detected 
tracker in Google Calendar Figure 6: screen shot from

ClassySharkExodus showing a 

detected tracker in Google Calendar
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Pybus, 2021, p.15), therefore, only 

three Google trackers were found 

on three of the Google apps (see 

Table 3). 

Trackers Found in Purpose Offering

Google 
Analytics

Google 
Calender, 
Google Search

Analytics Measure user interactions 
| Optimize app user 
engagement

Google 
Firebase 
Analytics

Google 
Calculator, 
Google Search

Analytics Integrated with Google 
Analytics | Optimize end-
to-end development | Crash 
reporting

Google 
AdMob

Google Search Advertising Integrated with Firebase 
Analytics | Access to 
Google's Ad Network 
| Optimize targeted 
advertising

Table 3: Trackers Found in Examined Apps

Advertising revenue through 

Google search contributed around 

57 per cent of Google’s total 

revenue in 2021 (Zaveri, 2022), 

thus, it is not surprising to find 

Google AdMob embedded within 

the app. However, a more technical 

in-depth analysis is required to 

understand the permissions in 

Google Search and how AdMob 

operates through them.

Despite the small number of 

trackers found, the integration 

between the three trackers is 

clear (see Offering column) and 

demonstrates the complexity 

and interdependencies between 

Google’s third-party services, and 

the large volume of data potentially 

harvested. One would expect 

users’ explicit consent for sharing 

personal data at such a scale with 

third parties. In reality, this is 
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not the case. While user consent 

is required for permissions, 

albeit only the ones Android 

deems dangerous, the same 

access is automatically granted 

to third parties, without users’ 

explicit consent, which is highly 

problematic for users’ privacy and 

agency over their data:

By design, any third-party 

service bundled in an Android 

app inherits access to all 

permission-protected resources 

that the user grants to the 

app. In other words, if an app 

can access the user’s location, 

then all third-party services 

embedded in that app can as 

well. (Reardon et al., 2019. p.1) 

It is important to note that 

ClassySharkExodus finds 

trackers by scanning the source 

code for signatures of over 500 

trackers in its library. It might 

be underestimating the presence 

of third-party services since it 

might not recognize all of them 

(Flensburg & Lai, 2021, p.140).

The stark contrast between Google 

Play and F-Droid’s philosophies 

on tracking is clearest in the 

aforementioned analysis. Through 

Google Play, permissions and 

trackers are on all the time by 

default and must be actively 

turned off or restricted by the user. 

Meanwhile, on F-Droid, trackers are 

disabled by default and if they wish 

to, users must actively enable them.

Conclusion 
and Future 
Work 

The mobile datafication 

ecosystem is highly complex 

and opaque. Play Store and 

F-Droid present different models 

for communicating with their 

audiences about permissions 

and trackers, with the latter 

demonstrating a higher degree 

of transparency. Similarly, the 

number of permissions requested 

through closed source proprietary 

apps exceeded by a large margin 

the ones requested for FOSS 

apps, however, permissions are 

not an overall indicator of an 

app’s adherence to user privacy. 

Many permissions are required 

for functionality; thus, a more 

technical in-depth analysis of the 

permissions is required to evaluate 

their observance of the GDPR 

principle of data minimization 

(Information Commissioners Office, 
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2019). The FOSS model is much 

more transparent by design, as the 

source code is available for anyone 

to inspect, and improve, but this 

also means, its vulnerabilities are 

more exposed. 

By exploring preinstalled apps 

on Android devices, the project 

brought attention to the role of 

mobile manufacturers in the 

mobile datafication ecosystem and 

shed light on the power dynamics 

with OS owners like Google, 

which apply exert pressure to 

manufacturers to give their apps 

an advantage over other third 

parties. This finding illustrates 

further the high level of integration 

and dependencies in the mobile 

ecosystem (Coté & Pybus, 2021, p. 

16).

Despite its opacity, there are 

tools and methods at our disposal 

that can assist in deepening our 

understanding of our data flows in 

the mobile ecosystem. FOSS apps 

ClassySharkExodus and Chairlock 

are accessible for non-technical 

learners and provide a granular 

level of data on the core elements of 

the mobile datafication ecosystem 

(manifest files, permissions, and 

third-party services). Using the 

methods developed by Coté and 

Pybus (2021) as a basis, the project 

proposes leveraging the tools and 

exercises used in this project to 

provide training to non-technical 

learners aimed at building capacity 

in data literacy, strengthening data 

agency, and reimagining a more 

transparent mobile ecosystem. 
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Appendices

Interactive versions of Tables 4-1 and Figure 5 are available through 

the links:

Table 1: Objects of Study: Selected Apps:

https://www.datawrapper.de/_/JPOgg/ 

Table 2: Project Tools:

https://www.datawrapper.de/_/fUUUc/ 

Table 3: Trackers Found in Examined Apps:

https://www.datawrapper.de/_/RhWcB/ 

Table 4: Detailed List of Permissions & Trackers in Selected Apps: 

https://datawrapper.dwcdn.net/s6w6/55/

Figure 5: Permissions Found in Examined Apps: 

https://www.datawrapper.de/_/VE6oC/
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