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ABSTRACT

Cyberattack incidents in the recent digitally superior era is undeniable like unau-
thorized access, data breach, etc that are exponentially increasing. Similarly, Pegasus 
spyware is the latest surveillance ware by the Israeli NSO Group. In this paper, an 
exhaustive study on this spyware is implemented to comprehend its effect on the 
civil world and how it is exploited by governments. Here, we detail Pegasus features, 
functions, and operational architecture. An insight on system analysis and log inves-
tigation demonstrated highlighting the most frequent suspicious processes consid-
ering previously infected cases.

Keywords  Fileless Malware, Pegasus, Spyware, NSO Group, Zero-click attack, Privacy, 
Surveillance. 
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INTRODUCTION

In the last decade, the world has wit-
nessed an increase in the numbers and 
sophistication of cyber attacks against 
critical information and individuals› 
privacy. One of the most digitally le-
thal threats is fileless malware and ze-
ro-click attacks.
This digital infiltration threat which 
took place in 2017 as a mainstream 
attack type, is known to be malicious 
software that infects the user›s device 
and exploits the most commonly used 
applications by the user in order to act 
through legitimate and justified ac-
tivities while in fact its executing mali-
cious commands in memory.
With this huge augmentation in cyber 
attacks and their crafted complexity, 
there is a significant development in 
the research of the countermeasures 
to mitigate its violations and risks.  it›s 
considered to be a race against time 
because the strongest techniques are 
typically the most recent. Some of the 
highly sophisticated security solu-
tions didn›t even maintain immunity 

against the noticeable capabilities of 
fileless malware.
Pegasus malware by an entity from the 
womb of the zionist occupation NSO 
Group targeting smartphones is taken 
to be the most sophisticated privacy-
violating tool.
The technology firm claims that the 
main purpose of this software is to 
combat organized crime and terrorism 
but it definitely raises suspicions to be 
used otherwise.
The spyware (Trojan) availed for de-
vice surveillance operates upon instal-
lation on remote smartphone devices› 
operating systems. This silent weapon 
is very challenging to detect due to its 
tactically designed routine in not leav-
ing any footprints behind.
This paper intends to intensively de-
tail Pegasus spyware addressing its 
architecture, methods, features, and 
impact. Also, a great deal listed here 
is how it has been immorally utilized 
exploited the lack and vulnerability of 
human rights defenses, privacy aware-
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ness, governmental transparency, and 
individual respect.
The rest of this paper is divided into 
the following sections: Section II rep-
resents a literature review of similar 
works. Section III discusses Pegasus›s 
nature, architecture, and technique. 
Section IV shows the Pegasus effect 
compared to other spyware. Section V 
presents the Pegasus detection mech-
anism and features. Finally, Section 
VI contains the conclusion and future 
work.
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LITERATURE 
REVIEW

Earlier researchers addressed the issue 
of the rising threats and their complex-
ity by publicizing governmental, Israe-
lian, and opposition acts against jour-
nalists, human rights defenders, and 
activists alongside performing exten-
sive investigation to find the best ana-
lytical approach to identify this threat 
prior to the violations in order to limit 
its presence.
The «NSO - Group»[1] defined the 
group›s fundamentals, history, and 
prosperity. Noting that although it 
is founded by three ex-Israeli intel-
ligence officers as a private company 
every purchase of its software needs to 
be approved beforehand by the Israeli 
government.
The author detailed the history of the 
NSO group and pointed at the evolu-
tion mechanism by the company in 
terms of Financial capabilities, number 
of investors, clients around the world, 

the increase of their human resources, 
and the increasing market value of it 
due to the high demand of its software.
Upon which, it pointed to Citizen›s 
lab report on 0Day threats in iOS and 
its lifecycle in deploying itself, exploit-
ing vulnerabilities and data gathering 
from victim›s devices.
Unfortunately, the paper didn›t go 
deep into the method of the assaults.
Ajay Chawla [2] discussed Pegasus na-
ture as being the most sophisticated 
mobile hack tool, which can be in-
stalled on both Android and iOS de-
vices. Furthermore, it is malware that 
performs total monitoring on the vic-
tim’s device with a “Zero-Link” meth-
odology.
Also, the paper compared between 
Pegasus spying process modes which 
are Targeting, Infecting, and tracking. 
Then elaborated on the spyware capa-
bilities upon controlling the victim›s 
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devices and the countermeasures and 
precautions needed to prevent such at-
tacks.
Additionally, Samuel Woodhams[3] 

mentioned the purpose of spyware as 
it infects victims’ devices and moni-
tors their digital activity while unde-
tected. Also, Woodhams focused on 
governmental unethical and immoral 
weaponizing spyware in general and 
Pegasus specifically to monitor and si-
lence journalists around the world, all 
of which are behind the claims of pre-
venting and investigating terrorism 
which in turn creates a lack of trans-
parency making it extremely difficult 
for victims of unlawful surveillance to 
pursue justice.
The paper confirmed that over 90% of 
spyware is used by flawed democra-
cies with USA, Israel, and Europe host-
ing to most companies. Contradicting 
with some governments who still rely 
on self-developed technology for local 
use such as Russia only out of fear of 
compromising its operations.
“pegasus affair is an assault on priva-
cy”[4] in Indian journals reported that 
upon the wave of digitalization which 
created a huge vulnerability on both 
individuals and enterprises, over 300 
cases found of privacy violations by 
NSO group Pegasus and other external 
malware. 
On a more advanced technical scale, 
“Forensic Methodology Report; How 
To Catch NSO Group’s Pegasus”[5] shed 

a light on Forensic Methodologies 
done by several security labs around 
the world aiming to prove that none of 
the group›s claims are valid.
Also, the published report focused on 
Amnesty International›s report which 
introduced an “open-source” mobile 
forensics tool with a comprehensive 
technical gauge and included forensic 
fingerprints residing on devices upon 
a Pegasus infection. Finally, Amnesty 
shared information on some compro-
mised domains maintained by the 
NSO group.
According to the authors of «HIDE 
AND SEEK; Tracking NSO Group’s 
Pegasus Spyware to Operations in 45 
Countries» [6], the Citizen Lab con-
ducted a report that shows scans of 
NSO servers associated with Pegasus 
malware and found 1091 IPs and 1014 
domains linking to them using a fin-
gerprint algorithm developed by them 
called “Athena”.
They also performed a global DNS 
cache probing study on these domains 
to identify the countries on which they 
are operating and spying.
Through the lab›s investigations, they 
managed to find 237 front-end servers 
of NSO groups which were taken down 
and back to work multiple times upon 
discovery to hide from the fingerprint-
ing methodologies which is why the 
lab develop a new fingerprint meth-
odology to keep scanning those serv-
ers again. However, the NSO’s ability 
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to dodge this server tagging makes the 
lab’s methods unreliable.
The paper discussed the findings of 
33 Pegasus operators in 45 countries 
along with Asia, Africa, Europe, and 
the Middle East, and they based that 
on the geolocation of the infected DNS 
servers, and other factors like VPNs, 
and Satellite internet locations.
Alongside research projects, many re-
porters and human rights activists 
talked about cases of pegasus priva-
cy violations detailing the spyware’s 
technical structure and detection ap-
proach.
Mitchell Clark[7] at the Verge tried to 
explain the essence of the Pegasus 
malware and its connection to the 
NSO›s Group. Also, he discussed the 
list published by the Washington Post 
containing 50000 phone numbers dis-
tributed in various countries claim-
ing that these numbers are relevant to 
the surveillance of citizens. The report 
continued on the debate around the 
list creator and whether it should be 
considered of significance or not lead-
ing to the connection between the vi-
rus and Khashoggi›s family.
Technically, the report allocated space 
to discuss the strength of this spyware 
against the vulnerability of iPhone›s 
security measures and how it is able to 
pass by all defenses and exploit exist-
ing threats.
Where Priest, Timberg, and Mekhen-
net[8] at the Washington Post explained 

the spyware›s mission of collecting 
private information of the victim›s mo-
bile device to the attack initiator and 
activating some of the device›s utilities 
such as cameras and microphones.
On the other hand, some activists 
tended to investigate some attacks. 
Sam Jones [9] of the Guardian reported 
that more than a dozen Salvadorian 
HRD were compromised to pegasus 
spyware which is allegedly purposed 
by the world›s governments against 
diplomats, reporters, and others.
The Citizen Lab confirmed that there is 
a pegasus operator that is in fact work-
ing in El Salvador in early 2020 upon 
conducting a forensic analysis for 37 
Salvadorian only to reveal proof of in-
cursions at their devices.
Additionally, Front Line Defenders 
reported an investigation[10] that in-
cluded six Palestinian HRD invaded by 
NSO›s Pegasus. The main aim of the 
release was to criminalize the premen-
tioned organization alongside denying 
them all types of support from interna-
tional entities.
The investigation led to the confirma-
tion that all six devices were compro-
mised by the same spyware and there-
fore FLD condemned Israelian efforts 
to criminalize the support and assis-
tance towards HRD and organizations.
Upon FLD technical research, Amnesty 
International and Citizen Lab [11] each 
carried on with a forensic analysis of 
the hacked devices based on analyzing 
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the extracted logs and reviewing the 
FLD report. This facilitated connect-
ing certain processes to Pegasus spy-
ware depending on the correlations 
between the device, process name, and 
communication with the NSO Group 
servers. 
As a response, the Israeli group stated 
that the followed approach compro-
mised the anonymity of Pegasus›s 
presence only to conclude that the de-
tection approach proposed by Amnes-
ty is in fact a hit. 
The report dived deep into summa-
rizing the target›s attack information. 
However, some dates were unreliable 
due to the nature of Zero-Click attacks 
driven by the availability of exploits 
rather than working on scheduled 
time frames. This report confirmed the 
hacking of the six HRD as reported by 
FLD.
Earlier in the same year, Amnesty car-
ried out another investigation[12] of 
privacy violation upon surreptitiously 
installing Pegasus on some devices. 
The report focused on the establish-
ment of the Pegasus Project that con-
joins more than 80 journalists from 17 
media organizations in 10 countries. 
The Pegasus Project is moderated by 
the Parisian non-profit organization 
Forbidden Stories with the participa-
tion of Amnesty Int. to provide techni-
cal support and extraordinary forensic 
analysis to victims› devices.
The investigation dug a shred of evi-

dence on the Khashoggi›s case estab-
lished upon targeting his family mem-
bers with Pegasus spyware before and 
after his murder despite repeated de-
nials from the group.
One of the game-changing facts re-
vealed by the Pegasus Project is 
Amnesty International›s evidence 
discovery[13] that proved iPhone›s vul-
nerabilities. Amnesty›s investigation 
revealed that Pegasus Zero-Click at-
tacks exploit iPhone›s vulnerabilities 
to install spyware.
Most of the aforementioned reports 
focused on investigating Pegasus cases 
from a humanitarian journalistic per-
spective rather than focusing on the 
technical analytical forensic side. It 
can be said for sure that only a few en-
tities embraced the necessity of having 
a clear investigatory guide for these 
spyware attacks. Also, clear policy rec-
ommendations are needed to cover the 
lack of action toward HRD and activ-
ists› privacy respect.
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WHAT IS 
PEGASUS?

Pegasus is a malicious malware used 
to provoke surveillance on infected de-
vices as in line with Kaspersky[14]. The 
spyware installs the vital modules to 
further examine the target›s private 
data like messages, email, calls, brows-
ing logs, etc. enabling it to manipulate 
almost all the victim›s digital existence 
putting down all defenses against en-
cryption or any other security meth-
ods.
The spyware routinely assaults the 
victim›s devices without the propri-
etor knowing. Additionally, it is a re-
port based proven that the malware 
uses varied endpoints to slang its at-
tack on devices as it exploits iMessage 
to attack iPhone.
The substantive component right here 
is that it follows the zero-click on tech-
nique which means that the victim has 
no interaction for the attack to take 
place and this interaction includes 

clicking on messages, emails, links, etc, 
or to give any input for the spyware 
work. Also, if the victim suspected any 
anomaly and deleted the message this 
won›t reverse nor cancel the spyware›s 
effect on the device.
Deputy Director of Amnesty Tech Dan-
na Ingleton said: “Apple prides itself 
on its security and privacy features, 
but NSO Group has ripped these apart. 
Our forensic analysis has uncovered ir-
refutable evidence that through iMes-
sage zero-click attacks, NSO’s spyware 
has successfully infected iPhone 11 
and iPhone 12 models. Thousands of 
iPhones have potentially been com-
promised.”
Upon that and as soon as the Pega-
sus is settled into the victim›s device, 
all digital content such as email, con-
tacts, photos, passwords, messages, 
etc. may be illegally accessed through 
the opposite party. Unfortunately, the 
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access can be expanded to include self-
granted permissions to the victim›s 
camera, mic, and location which are 
also operated by the assaulting third 
party dexterously. This also includes 
all encryption-protected data as it can 
obtain it conveniently before or after 
the decryption process. Fig.1, demon-
strates what data Pegasus obtain from 
the victim’s devices.

Fig.1: Data obtained by Pegasus.

According to Marczak et al [15], Pegasus 
is spyware set up on victim›s devices 
without the user›s awareness by click-
ing on malicious links, after which ex-
ploiting s hyperlinks with the aid of 
contacting control servers (Back-End 
Pegasus) from the operator aspect to 
acquire and execute instructions and 
import victim›s data.
Ahmad Mansour an Emirati HRD, is 
the one to credit for discovering Pega-
sus Spyware who is certainly consid-
ered one among its targets. It was a 

spear-phishing attack: He acquired nu-
merous SMS messages that contained 
what he concept had been malicious 
links, so he despatched the ones mes-
sages to safety specialists from Citizen 
Lab, and that they delivered every oth-
er cybersecurity firm, Lookout, to the 
investigation.
Zero-click assaults don›t necessarily 
use Social Engineering which is simply 
what the attacker uses as psychological 
methods to provoke the victim to click 
on their malware carrier. Instead, they 
easily slip inside the device which in 
turn makes it plenty tougher to track, 
and in the event that they fail, they are 
able to simply preserve attempting till 
they get it, due to the fact you don’t 
recognize you’re being attacked.
Plus, these assaults  don›t frequently 
leave many traces behind and the more 
complicated the application the more 
zero-click vulnerabilities there are to 
exploit. Importantly, zero-click vulner-
abilities are well prized. Zerodium for 
example purchase and promote vul-
nerabilities at the black market offer-
ing thousands and thousands to every-
body who can discover any.
Any software that parses digital con-
tent to decide whether or not that 
content may be trusted is prone to 
zero-click assault making communi-
cation apps an attractive target. Also, 
the end-to-end encryption found in 
applications such as iMessage makes 
it tough to realize whether there is a 
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Fig.2: Zero-click attacks operation.

zero-click attack being despatched due 
to the fact that the components of the 
packets transmitted can›t be visible to 
anyone except the transmitter and re-
ceiver. Fig.2, shows how zero-click at-
tacks actually operate.
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PEGASUS 
EFFECT 

Zero-click installation that requires no 
action by the target is not the only abil-
ity that makes Pegasus the super spy-
ware it is.
However, Fileless malware managed 
to include different types of spyware 
unique in their structure, function, and 
manufacturer, for example, 

A. NetWire

NetWire is a commercially available 
remote access Trojan utilized in cyber-
criminality and corporate espionage 
by stealing passwords and keylogging 
alongside numerous remote manipu-
lation potentials. The spyware existed 
since 2012 and exploited by malicious 
entities and distributed through di-
verse social engineering campaigns. 
Recently, NetWire has been distribut-
ed as a second payload using Microsoft 
Word documents via GuLoader phish-

ing waves as reported by Pedro Tava-
res[16].
Amnesty and Citizen Lab exposed a 
coordinated adware campaign focused 
on 9 Indian HRDs which are journal-
ists, lawyers, activists, etc. In 2019 
each of them had been despatched 
spearphishing emails containing ma-
licious hyperlinks that aim to set up 
NetWire if clicked according to Amnes-
ty International[17].
The spearphishing emails which con-
centrated on the 9 victims tried to set 
up NetWire via PDF attachment which 
becomes surely malicious Windows 
packages that, while opened, might 
deploy NetWire at the HRD’s device. 
The PDF masquerading technique is 
to open a decoy, the actual document 
upon clicking which is successful in 
deceiving the victims by believing 
that no malicious contamination took 
place. Plus, this assault takes benefit of 
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several different obfuscation strategies 
frequently abused through the surveil-
lance methods making the malware an 
attack that is challenging to detect or 
analyze.
Between Pegasus and NetWire, rou-
tinely used Anti-virus tools are able 
to detect NetWire spyware where it 
doesn›t come in handy detecting Pega-
sus as Amnesty has created a guide to 
tell if Pegasus assault is happening on 
the device.

B. The Devil’s Tongue

This spying tool was developed by 
Sito Tech Limited also called Kandero, 
based in Tel Aviv. The company se-
cretly and exclusively sells software to 
governments to enable them to evade 
smartphones, computers, and cloud 
services privacy.
The spyware is despatched to victims 
through an exploit chain which in turn 
takes advantage of vulnerabilities in 
Windows OS and common web brows-
ers.
Citizen Lab researchers managed to 
prove that this spyware has a system-
atic approach, where it is capable of 
data extraction from numerous soft-
ware used by the victim while con-
ferring with the history of internet 
searches and user’s passwords along-
side the ability to activate the digicam 
and mic on the infected devices.
This spyware is able to infiltrate well-

known sites including Facebook, 
Gmail, Yahoo, etc. to acquire data, 
spy on users’ messages, and browse 
photos. Most tremendously, the Dev-
ilsTongue can send textual messages 
masquerading as the victim where 
it may unfold malicious hyperlinks 
where every entity that communicates 
through social channels could receive a 
malicious hyperlink as sent by the vic-
tim.
Another functionality, the spyware can 
obtain cookies and credentials saved in 
browsers such as Firefox, Safari, Opera, 
etc. Therefore, Microsoft utilized an Is-
raeli production known as “Sorghum” 
as a shield against intrusions to pro-
tect its software.
According to Andra Andrioaie[18]: “more 
than 100 victims around the world in-
cluding politicians, human rights ac-
tivists, journalists, academics, embas-
sy workers and political dissidents.”
Deviltongue relies on computer de-
vices residing in certain geographical 
locations whereas, Pegasus silently 
exploits vulnerability with zero user 
intervention which makes it the most 
popular and effective.

C. PhoneSpy

Phonespy, appears to offer hackers and 
governments similar capabilities to 
Researchers found that Phonespy was 
being used by unknown actors to mon-
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itor and steal data from thousands of 
South Koreans.
The weaponized software masquer-
ades itself as a legitimate innocuous 
application only designed to silently 
operate within the background, con-
tinuously unsuspiciously spying on 
victims.
The mobile surveillance ware seems to 
own the cappotential to store media 
of all types and scouse borrow textual 
data like messages and contacts. Other 
than accessing stored data, the spy-
ware presents complete management 
over the hijacked device.
It is doubtful whether or not Phonespy 
targets high-profile or random entities. 
So far, it is detected on Android devices 
of South Koreans. Worryingly, Phone-
spy regularly asks users to “log in via 
Kakao” as soon as it starts, by mas-
querading itself as the South Korean 
messaging platform. Upon which, it 
tries to obtain the victim’s credentials.
However, the software proves that 
Pegasus is not the solitary tracking tool 
utilized by governments and malicious 
entities.
According to Elizabeth Montalbano[19] 
on Aazim Yashwant, Zimperium re-
searcher: “The spyware doesn’t leave 
any trace of a certain organization, al-
lowing the attackers to cover its tracks. 
Also, the software is written using off-
the-shelf code showing that spyware 
on par with Pegasus is not just limited 
to organized and sophisticated com-

panies such as NSO.”
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PEGASUS 
DETECTION AND 
FEATURES

A. Pegasus Operation Phases

Giving the attacker the capability to 
“control the information” they de-
sire to obtain from the victim›s device 
makes Pegasus spyware extremely 
unique than other spyware software.
According to Jay Mazoomdaar[20] of the 
Indian Express, NSO marketing pitch 
said: “Instead of just waiting for in-
formation to arrive, hoping this is the 
information you were looking for, the 
operator actively retrieves important 
information from the device, getting 
the exact information he was looking 
for”.
The NSO Group classifies espionage 
into three phases: initial data extrac-
tion, passive monitoring, and active 
collection.
1. Initial Data Extraction: The surveil-

lance-ware permits all types of data 
extraction in order to construct a 
comprehensive and adequate intel-
ligence picture. This phase sends 
logs of SMSs, calls, emails, brows-
ing, and contacts to the server.

2.  Passive Monitoring: Pegasus hacks 
into the operating system. There-
fore, all activities within the device 
can be monitored as soon as it is 
switched on. 

3. Active Collection: Pegasus praepos-
tor real-time actions and the re-
trieval of data from the device and 
the surrounding area in its loca-
tion if required to do so. Such active 
data extractions include GPS-based 
location tracking, Environmen-
tal sound recording, Photo taking, 
Rules, and alerts.
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B. Invisible Data Transmission

Data transmission utilizes AES 128-
bit encryption. Alongside encryption, 
there is extra attention to make sure 
the spyware uses the least data, bat-
tery, and memory as possible to evade 
provoking the victim’s surmise.
Therefore, transmitting obtained data 
through Wi-Fi connections. The NSO 
has unquestionably invested extra ef-
fort in data compression techniques 
and depending mostly on textual data 
transmission to minimize resulting 
footprints to a few hundreds of bytes 
and impact on the device’s data plan.
Additionally, the data transmission 
process is terminated automatically if 
the battery power is low or if the vic-
tim’s device is on roaming mode. If 
the transmission process is paused 
or there is no internet connection the 
spyware stores the obtained data in a 
concealed and encrypted buffer with 
an allocated size of a maximum of 5% 
of the device’s available space until the 
connection is restored. Occasionally, 
data may be transmitted through text 
messages however is detectable on the 
victim’s phone balance.
The communication between the func-
tioning spyware and the vital servers 
happens via the Pegasus Anonymizing 
Transmission Network (PATN) which 
is the process of tracing the connection 
back to origin is “non-feasible”. The 
PATN nodes unfold throughout the 

world to redirect  Pegasus connections 
through exceptional paths previous to 
attaining the server.
The Citizen Lab research report[21] 

performed DNS cache probing on do-
main names extracted from command 
and control servers (C&C) matching 
a newly devised fingerprint for Pega-
sus resulting in the identification of 45 
countries with probable Pegasus spy-
ware infections operated by at least 33 
likely NSO clients. 
The lab grouped the command and 
control servers while each group rep-
resent an individual Pegasus Opera-
tor using the Athena technique. This 
resulted in the creation of global NSO 
Pegasus infections map.
In 2016, and upon Amnesty’s inten-
sive study which resulted in revealing 
a set of 700 domains of Pegasus, the 
NSO Group redesigned the attack in-
frastructure through increasing layers 
of servers and domains. The continu-
ous mistakes in operational security 
enable Amnesty to have undisruptive 
visibility into the infrastructure.

C. Self-Destruct Function

Pegasus completeness relies within 
the vital self-destruction function. 
This function came to prioritize the 
software’s structure secrecy with no 
source uncovering and unsuspiciously.
The self-destruct mechanism is acti-
vated upon three scenarios:
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• If there is any potential exposure of 
being uncovered.

• If the spyware didn’t communicate 
with the server from an infected de-
vice for a static period of time or 60 
days.

• If the victim traveled to the United 
States or if the victim activate an 
American phone number to the de-
vice.

D. Investigation and Logs Analysis 

Amnesty International released an 
appendix document [22] as part of the 
Pegasus Project containing forensic 
analysis its tech lab of the devices of 
individuals targeted by Pegasus spy-
ware identified after the launch of the 
Pegasus Project on 2021.
Recently, a 50000 potentially Pegasus 
surveillance targeted phone numbers 
dataset leaked to investigation media 
platforms.
When the spyware infects an operating 
system it maintains an idle state until 
provoked to perform certain opera-
tions only shown in logs. The pegasus 
can perform silent untraceable opera-
tions apart from system processes for 
an unpredictable period of time until 
uncovered or self-destructed.
Up until now, the most common proce-
dure to track the anomaly commands 
in logs is by linking the IP addresses to 

the command and control servers and 
domains along with performing a net-
work traffic analysis.
Unfortunately, most people don’t 
maintain their logs considering “How 
needs system logs anyway?”. Similar to 
what happened to HDRs in Palestine 
-reportedly. Fig.3, shows examples of 
anomaly log processes.

Fig.3: Anomaly log processes examples.



18

Network analysis and system analysis 
tools study check ingoing and outgo-
ing data, analyze it then gives the re-
sult. As network analysis tools study 
the network in and out, check for any 
blockers, and report them. System 
analysis tools focus on collecting and 
interpreting data, identifying prob-
lems, and decomposing of the system 
into its components in order to study 
or evaluate systems, their components, 
and performance.
System analysis is a significant phase 
in Pegasus investigation through iden-
tifying the conflicting objectives be-
tween or in the sub-systems, under-
standing the inter-compatibility and 
sub-systems purpose, and providing 
clear insight into infrastructure com-
plexity.
The previous objectives are in order to 
accomplish the following:

• Identifying the inputs and the out-
puts of the various sub-systems in 
the complex system.

• Act as an interface to the other sys-
tems to activate or promote some 
changes in the other system.

• Evaluating or defining the resource 
requirements in terms of hardware 
and software.

Given below is a list of system analysis 
tools:
• SysDiagnose: system diagnostic 

information gathering tool for sys-

tem performance investigations 
through harvesting logs from dif-
ferent services and reports of the 
state of systems.

•  PCAPdroid: PCAPdroid is an open-
source android app that enables 
network traffic monitoring and ex-
porting. The app simulates a VPN 
for non-root capture however un-
like VPN the traffic is processed lo-
cally.

Pattern creation of obtained Pegasus 
infected devices logs can motivate the 
creation of automated Pegasus detec-
tion procedures or embedding rou-
tine checks against Pegasus and future 
malware as part of behavioral digital 
safety practices. Unfortunately, the 
traffic analysis phase depends on the 
residual trace of spyware- server com-
munication, therefore if the spyware is 
in its idle state it can’t be detected.
To encounter Pegasus suspicions, a set 
of procedures are to be taken:
• Perform system scan to obtain all 

system logs. 
• Intensively look into the logs fo-

cusing on certain features, such as 
times and dates, commands, out-
going and incoming packets, etc.

• Perform full backup for the ob-
tained logs.

The android-operated and iOS devices 
have the luxury of investigating the 
permission authority invasion to ob-
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tain illegal and immoral access to ex-
ploit the device’s mic and camera.
“Privacy Indicators - iOS14, Android 12 
indicators” introduces a camera and 
microphone recording indicator in the 
status bar. The idea of a recording indi-
cator is to alert users whenever the mic 
or camera is being used. The feature 
will give users more control over data 
and privacy.
However, according to security re-
searchers, it is an obstacle when a user 
restarts their device for the reason that 
it deletes historical logs.
Notably, only when a device is des-
patched for forensic investigation and 
experts inspect the outgoing and in-
coming data transfer potential spy-
ware attach is confirmed. The consign-
ing fact is there is not any action that 
may be implemented concerning the 
Pegasus violation although to defend 
against sophisticated and complex 
malware, OS developers can continu-
ously despatch relevant system up-
dates.
Beyond that, to mitigate the risk of 
spyware like Pegasus, etc. some strate-
gies and preventive measures are pref-
erable: 
• Perform regular and ideally auto-

mated OS and software updates.
• Click on links or messages from 

trusted and recognized entities.
• Avoid connecting to public Wi-Fi 

services.
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CONCLUSION

Controversial Pegasus zero-click virus 
developed by Israeli NSO Group fully 
relies upon bug exploitation prevail-
ing as the most pricey espionage tool 
considering you technically buy a bug 
to exploit a hardly detectable vulner-
ability. 
Although, the spyware is designed to 
illegally access and then gain physical 
control over devices its main mission is 
to nonconsensually retrieve data from 
the victim's device and deliver it to the 
spying entity.
In this paper, an intensive study about 
the extravagant surveillance-ware 
Pegasus is performed including vari-
ous related research papers, reports, 
and technical guides covering various 
perspectives. 
From a humanitarian perspective, the 
spyware usability agin HRDs dem-
onstrates one of many failures of the 
NSOs Human Rights Policy which pro-
claims an indisputable human rights 
disrespect alongside its the group's 
claim in maintaining a well-imple-

mented Israeli regulatory system of 
human rights control.
The privacy invasion scenarios in this 
paper impose serious concerns about 
the group's due diligence for human 
rights protections.
Quoting Agnès Callamard, Secretary-
General of Amnesty International: 
“The Pegasus Project lays bare how 
NSO’s spyware is a weapon of choice 
for repressive governments seeking to 
silence journalists, attack activists, and 
crush dissent, placing countless lives 
in peril.”
Politically, the surveillance ware had a 
serious effect on journalists, activists, 
scientists, etc. which led to a sense of 
deterioration and impotence of civil 
rights in the name of national security.
Also, this intensifies the debacle of 
data protection laws for not defining 
the characteristics of licit surveillance.
Technically, there is an evident lack 
of digital security awareness among 
individuals, governments, and orga-
nizations alongside an equivocation 
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of Pegasus spyware and its complex 
architecture. Most importantly a seri-
ous need to produce an affordable, effi-
cient, and less complicated mechanism 
for infection identification and control.
To conclude the violations caused by 
Pegasus indicate how the surveillance 
industry is out of control and the ne-
cessity of having a global suspension 
surveillance tools trade and use.
This paper simplifies the NSO's spy-
ware nature, technique, and finger-
prints. Compared to other fileless 
malware, Pegasus surveillance-ware 
remains the most ambiguous, destruc-
tive, complex, and expensive spyware 
due to its zero-click, transmission 
technique and self-destruct features.
It is very tricky to obtain and analyze 
system logs while investigating Pega-
sus. However and so far, it is the most 
effective method to uncover anomaly 
processes taking place in the device's 
memory or during the communication 
process.
In the future, the creation of a data set 
containing various logs of victimized 
device classifying certain features as 
device OS, log anomaly processes, ex-
ploited network protocols, etc. to em-
ploy it in data pattern creation to man-
age to get a hold of a typical spyware 
behavior which might seem unlikely 
however it can help in the forensic in-
vestigation process and hopefully if ef-
ficient develop an automated Pegasus 
or random spyware detection tool.
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